Corporate Context for
Cor porate Management (CM)

This section on Corporate Context that is included for the first time in the Department’ s budget
is provided to facilitate the integration of the FY 2003 budget and performance measures. The
Department’s Srategic Plan published in September 2000 is no longer relevant since it does not
reflect the priorities laid out in President Bush’s Management Agenda, the 2001 National Energy
Policy, OMB'’s R& D project investment criteria or the new policies that will be developed to
address an ever evolving and challenging terrorism threat. The Department has initiated the
development of a new Srategic Plan due for publication in September 2002, however that
processis just beginning. To maintain continuity of our approach that links program strategic
performance goals and annual targets to higher level Departmental goals and Strategic
Objectives, the Department has developed a revised set of Strategic Objectivesin the structure
of the September 2000 Srategic Plan.

The Department manages an extensive array of energy-related programs over a nationwide complex
including headquarters organizations, operations offices, field offices, nationd laboratories, power
marketing adminigtrations, specia purpose offices, and Stes now dedicated to environmental cleanup.
The Department needs strong corporate management in order to integrate its diverse portfolio of
program missions, its facilities, and its contractors spread over alarge geographic base.

Cor porate Management (CM) Goal

Demonstrate excellence in the management of the Department’s human, financial, physical
and information assets. Successfully implement each of DOE’srequirementsin the
President’s Management Agenda; demonstrate measured progressin resolving DOE’s
management challenges; and resolve all management recommendations from DOE’s |G and
GAO within three years of issuance.

Strategic Objectives
CM1: Achieve effective and efficient management of the Department of Energy by implementing the
Presdent's Management Agenda initiatives on Strategic Management of Human Capitd;
Competitive Sourcing; Improved Financia Performance; and Budget and Performance
Integration. (MBE, ED)
CM2: Advocate and implement E-government citizen service ddivery officein FY 2003. (CIO)

CM3: Ensure secure, efficient, effective and economica operations of the Department’ s Information
Technology Systems and Infrastructure. (CIO)
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CM4:

CM5:

CMé6:

Provide andysis of domestic and internationd energy policy, develop implementation strategies,
ensure policies are consstent across DOE and within the Administration, communicate anayses
and priorities to the Congress, public, industry, foreign governments, and domestic and
international organizations, and enhance the export and deployment of energy technologies
internationdly. (M)

Reduce adverse security incidents, worker injuries, and environmenta releases through policy
development, counterintelligence, intelligence, and oversight of the Nation's energy
infragtiructure, nuclear wegpons, materids, facilities and information assets.

(SO, CN, IN, OA)

Operate arobust review program and provide timely performance information and
recommendations to facilitate: (1) implementation of the Presdent’s Management Agenda; (2)
resolution of Management Challenges; (3) execution of the Secretary’ s priorities; (4) completion
of gatutory Inspector Generd mandates; (5) recovery of monies and opportunities for savings,
and (6) the integrity of the Federa and contractor workforce. (1G)
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Budget Summary Table

Office of the Secretary

Energy Security

Management, Budget and Evaluation/CFO (CM1)

Board of Contract Appeals

Hearing and Appeals

Congressional & Intergovernmental Affairs
Economic Impact and Diversity (CM1)
General Counsel

Policy and International Affairs (CM4)
Public affairs

Inspector General (CM6)

Intelligence (CM5)

Counterintelligence (CM5)

Security (CM5)

Independent Oversight and Performance
Assurance (OA)

Chief Information Officer (CIO)
Subtotal Corporate Management
Cost of Work for Others
Miscellaneous Revenues

Total, CM

Corporate Management/
Corporate Context

(dollars in thousands)

FY 2001 FY 2002

Comparable Comparable FY 2003

Appropriation Appropriation Request
$5,081 $4,784 $4,731
3,244 3,269 27,686
116,815 109,310 110,841
917 953 785
5,533 5,381 4,753
5,275 4,777 5,224
6,916 6,269 6,821
23,894 23,775 23,964
17,237 16,176 21,619
4,244 4,057 4,685
33,556 33,856 38,872
36,154 40,618 41,559
45,079 45,514 39,383
165,357 173,977 186,506
22,275 22,228 22,615
73,978 75,444 84,160
565,555 570,388 624,204
66,027 65,499 69,916
-107,103 -137,810 -137,524
524,479 498,077 556,596

FY 2003 Congressional Budget Request




Office of Security

Executive Summary
Mission

The activities of the Office of Security support the Nuclear Safeguards and Security program, Security
Investigations, and Program Direction. The Nuclear Safeguards and Security program consists of
Safeguards and Security (S& S) Operations Support, Technology and Systems Devel opment, and
Information Classification/Declassfication.

The S& S Operations Support includes the following subprograms.

# Nonproliferation and Nationa Security Indtitute to provide safeguards and security training and
training devel opment.

# Nuclear Materids Accountability Systemsto track and analyze U.S. and foreign nuclear activity
using data from various other databases.

# Information Security to support the Department in areas of classified matter protection and
control, technica security; operations security, and foreign ownership, control or influence of
private companies.

# Security Education Briefings and Awareness Training to communicate changes in security
policies and procedures.

# Personnel Security to evauate, review, and develop guidance and documents for usein
ng the Personnd Security Assurance program.

# Headquarters Security to protect personnel, Government property and classified matter at
Headquarters.

# Foreign Vidts and Assgnments program to manage the Department’ s program for granting
accessto foreign nationas to Federd and contractor facilities.

The Technology and Systems Development program devel ops or modifies commercid technologiesin
materid control and accounting and physica security to ensure that nuclear weapons, specia nuclear
materids, classified information, and key Department facilities and personnel are adequately protected
from evolving thregts.

Other Defense Activities/Security
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The Classfication/Declassfication program devel ops Government-wide and Department-wide policies
to identify which nuclear wegpon information warrants protection in the interest of nationa security,
conducts declassification reviews and audits of classfied documents, and provides training programs
throughout the Government to ensure consistent protection of the most sengtive information.

The Security Investigations program funds background investigations for al DOE federa employees
and contractors who, in the performance of their officid duties, require access authorizations for
Redtricted Data, National Security Information, or certain specid nuclear materia.

Support Program Direction for al Federa personnd and other contractual support required at DOE
Headquarters to carry out the program’s mission in acost effective and efficient manner. The budget
request specifically reflects support for the Nuclear Safeguards and Security program, the Security

| nvestigations program, Resource Management, and the Office of the Director.

Strategic Objective

CM5: Reduce adverse security incidents, worker injuries, and environmenta releases through policy
development, counterintelligence, inteligence, and oversght of the Nation's energy
infrastructure, nuclear weapons, materials, facilities, and information assets.

This strategic objective is supported by the Program Strategic Performance Goa's and Performance
Mesasures that follow:

Program Strategic Performance Goals

CM5-1: Nuclear Safeguards and Security (S& S Operational Support/Technology
Development, Classification/Declassification): Reduce adverse security incidents
through development of new or revised policy on a continud basis to strengthen controls
to correct and prevent problemsin our Site safeguards and security processes and to
address the new problems presented by homeland defense and emerging threats posed
by terrorists.

CM5-1.1:  Protect the Department’ s national security and other critical assets and information by
performing andyses, vdidation, and tracking of DOE nuclear materids, managing the
access by foreign naionas to DOE sites and information; identifying DOE nuclear
wegpon design and other classified information to ensure its protection; developing
policies and guidance for an effective DOE safeguards and security program; and
provides security protection for the Nationa Capitd region.
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CM5-1.2.  Security Investigations: Reduce DOE' s vulnerability to espionage, theft, diversion,
loss or unauthorized access or use of the Department’ s critical assets and information by
ensuring the proper dlocation of security investigations funding to DOE program and
operations offices. (Thislineitem budget’s primary function isto distribute funding for
Security investigations Department-wide for the cost of FBI or OPM  investigative
sarvices. A very smdl portion of the funding also supportsrelated miscellaneous costs
associated with maintaining the security investigations program.)

Funding Schedule

(dollars in thousands)

Other Defense Activities - Security FY 2001 FY 2002 FY 2003 $ Change | % Change
Nuclear Safeguards and Security
S&S Operational Support .................. 37,020 42,520 51,071 +8,551 +20.1
Technology and Systems Development. ... .. 25,970 25,970 22,557 -3,413 -13.1
Classification/Declassification ............. 20,818 17,115 17,474 +359 +2.1
Subtotal, Nuclear Safeguards and Security . . ... 83,808 85,605 91,102 +5,497 +6.4
Security Investigations ....................... 32,927 44,927 45,870 +943 +2.1
Program Direction .......................... 49,528% 48,7072 50,2462 +1,539 +3.2
Subtotal, Security ... o 166,263 179,239 187,218 +7,979 +4.5
Use of Prior Year Balances ................. -906° -4,550°¢ 0 +4,550 +100.0
Security charge against reimbursable work . . . 0 -712 -712 0 0.0
Total, Security ...... ... 165,357 173,977 186,506 +12,529 +7.2
Total Excluding Full Funding for Federal
Retirements, Office of Security 163,686 172,271 184,803 +12,532 +7.3

8The FY 2001 and FY 2002 columns of the FY 2003 Congressional Request includes funding in the amount of
$1,671,000 and $1,706,000, respectively, for the Government’ s share of increased costs associated with pension and annuitant
health care benefits. These funds are comparable to FY 2003 funding of $1,703,000. (Note: The datais presented on a
comparable basis as if the legidlation had been enacted and implemented in FY 2001.)

PReflects decrease of $700,000 for Reprogramming 01-R-19 and $206,548 for Reprogramming 01-R-22.

®Reflects decrease of $4,550,000 for use of FY 2001 unobligated carryover.
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Other Defense Activities - Security
Albuquerque Operations Office
Chicago Operations Office

Idaho Operations Office ... ...................
Nevada Operations Office

Oak Ridge Operations Office .................
Oakland Operations Office
Ohio Field Office
Richland Operations Office . ..................
Rocky Flats Area Office

Savannah River Operations Office

Washington Headquarters
Subtotal, Security

Use of Prior YearBalances .................

Security charge against reimbursable work . . .
Total, Security

Other Defense Activities
Chicago Operations Office FTEs
Headquarters FTEs

Funding by Site

(dollars in thousands)

FY 2001 FY 2002 FY 2003 $ Change | % Change
38,359 47,971 48,778 +807 +1.7
5,620 6,490 6,922 +432 +6.7
2,302 1,915 1,810 -105 -5.5
2,296 3,544 2,878 -666 -18.8
7,324 5,589 5,876 +287 +5.1
12,223 14,449 13,206 -1,243 -8.6
140 0 0 0 0.0
6,298 6,569 4,546 -2,023 -30.8
140 0 0 0 0.0
5,824 4,924 5,916 +992 +20.1
85,737 87,788 97,286 +9,498 +10.8
166,263 179,239 187,218 +7,979 +4.5
-9062 -4,550° 0 +4,550 +100.0
0 -712 -712 0 0.0
165.357 173977 186.506 +12.529 +7.3
Federal Staffing Estimates
(whole FTEs)
FY 2001 | FY 2002 | FY 2003
............ 40 40 40
............ 204 204 215
............ 244 244 255

Total, Full Time Equivalents
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Nuclear Safeguardsand Security
Program Mission

Provide domestic Nuclear Safeguards and Security for the protection of nuclear wegpons, nuclear materids,
nuclear facilities, and dassfied and unclassfied information; againgt theft, sabotage, espionage, terrorist
activities, or any loss or unauthorized disclosure that could endanger our Nationa Security or disrupt
operations. Foreign Vists and Assignments provides a centrdized focus to track and andyze the details of all
foreign vists and assgnments for dl DOE facilities to ensure that these visits and assgnments are conducted in a
secure manner. Physica Security provides codt-effective plans, policies, and technica solutions to ensure that
nuclear wegpons, pecid nuclear materias, classfied information, and key Department facilities and personne
are adequatdly protected from evolving thrests. The Nuclear Materids Accountability Systems maintain redl-
time, reliable, and complete information on DOE nuclear materids that are subject to specid control and

inventory procedures. Classification/Declassification provides the gppropriate level of classfication of
information to help ensure its protection.

Program Srategic Performance Goals

CM5-1: Reduce adverse security incidents through development of new or revised policy on a continua basis
to strengthen controlsto correct and prevent problemsin our Site safeguards and security processes
and to address the new problems presented by homeland defense and emerging threats posed by
terrorists.

Performance I ndicators

# Adverse security incidents affecting nationd security

# Office of Independent Oversight and Performance Assurance (OA) findings specific to security policy

# Policy darification requests

# Nuclear Material Management and Safeguards System (NMMSS) to track controlled nuclear materids

# Foreign Access Centralized Tracking System (FACTYS) to track foreign nationals

# Departmenta resourcesto effect the security mission

# Review of dassfied information

# Personnd investigaions
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# Traning program for security professonas

# Standardization of site nuclear materials accountability systems and procedures for accurate reporting of
nuclear materid information to the Nuclear Materids Management and Safeguards System and
DOE/Headquarters inventory management database.

Per formance Sandards

Blue:  Performance exceeded the mgority of established targetsmilestones

Green: Performance met dl established targetsmilestones

Yellow: Performance met most established targets/milestones

Red:  Peformance was sgnificantly less than the planned annua targets

Annual Performance Results and Tar gets

FY 2001 Results FY 2002 Targets FY 2003 Targets
Completed the milestones listed in Complete the milestones listed in
the FMFIA Corrective Action Plan the FMFIA Corrective Action Plan
for the Departmental challenge of for the Departmental challenge of
Security. (NS6-2/FMFIA) Security. (NS5-1/FMFIA)

Assessment: Nearly met goal.
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FY 2001 Results FY 2002 Targets FY 2003 Targets

Provide technical expertise to field
and headquarters elements to
resolve policy issues and identify
cost effective safeguards and
security technology options. (CM5-
1

Develop and promulgate enhanced
safeguards and security
technologies to enable DOE
Program Offices and sites to
address identified vulnerabilities
and meet emerging threats in a
changing work environment. (CM5-
1

Demonstrate that adverse security
incidents are minimal or reduced.
(CM5-1)

Demonstrate reduction in
Headquarters OA policy findings.
(CM5-1)

Achieve clear and concise policy
through a reduction of policy
clarification requests. (CM5-1)

Achieve compliance with the
centralized tracking of controlled
nuclear materials by

FY 2003. (CM5-1)

Achieve 100 percent compliance
with the centralized tracking of
foreign nationals by FY 2003.
(CM5-1)

Assist the Department in reviewing
budget requests and coordinate
security funding requirements to
meet evolving security threats.
(CM5-1)

Completion of audit of 6,000,000
pages of material at NARA. (CM5-
1)

Complete initial and
reinvestigations in a timely manner.
(CM5-1)
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Significant Accomplishments and Program Shifts

# Conggent with the redlignment of the Office of the Chief Information Officer as adirect report to the
Secretary, the Office of Security and the Office of the Chief Information Officer are separately identified in
this budget submisson. The Office of the Chief Information Officer is aso funded within the Other Defense
Activities account and comparability adjustments have been included for FY 2001 and FY 2002.

# Conggent with the redlignment of the Critical Infrastructure Protection program from the Office of Security
to the Office of Emergency Operations, this budget reflects no funding for the Critica Infrastructure
Program in the Office of Security. Funding is shown in the Office of Emergency Operations budget which
isaso apart of Other Defense Activities. Comparability adjustments have been included for FY 2001 and
FY 2002.

# The development of advanced safeguards and security technologies has resulted in the modernization of
numerous protective measures for the Department, as wdll as the ability to mitigate new and emerging
threats that otherwise represent critica vulnerabilities.

# Training technology applications have been enhanced and a broader range of technol ogies has been gpplied
to Departmentd training, i.e., expanded use of interactive televison, mobile training teams, and televideo
conferences to provide requidte training for alarger number of students without funding increases. Since
the attack on September 11, the DOE Nonproliferation and Nationa Security Ingtitute (NNSI) conducted
DOE Basic Security Police Officer Training courses to accommodate increased security force personne
needs. In addition, as part of support for other government agencies, the NNS! is developing criticaly
needed training support for the US Capital Police; training for FBI regiond teams, training foreign police
officersfor the State Department Anti-Terrorism Assistance Program to protect the U.S. Embassies, and
providing staffing expertise for the State Department Ambassador for Counter-Terrorism. The NNS| has
conducted numerous internationa vulnerability assessments and training to internationd officias. Findly, to
keep security training sharply focused and standardized, aformal security Professiond Development
Program isin the process of being implemented.

# The Classfication/Declassfication program has played a key role in protecting our national security by
developing new and revisng exigting classfication and control guidance that identifies information that
warrants protection in the interest of the national security. The program continues to implement PL. 105-
261, section 3161, by: (1) Removing from public access classfied nuclear weapon design and utilization
information (Restricted Data and Formerly Restricted Data (RD/FRD)) inadvertently released in records
declassified under EO 12958. All inadvertent releases are identified to the source agency for training
purposes and are documented in quarterly reports to the Assistant to the President for National Security
Affarsand to Congress. (2.) Preventing further inadvertent releases of RD and FRD by providing training
and accreditation of other-agency reviewers and by providing quality control oversight of their work.

# The DOE Information Security program continues to provide support to the Department in analyzing and
deterring mgor incidents involving the compromise of dassfied information. Thisindudes expangon of the
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computer forensics capability to support investigations and prosecutions of unauthorized disclosures of
classified information and expansion of the Technica Surveillance Countermeasures program.

# The Office of Security (SO) provided critica leadership to support the DOE’ s foreign vidits, assgnments
and travel (FVAT) respongbilities and competed implementation of PDD-61. SO accomplishments
include automated tracking and accountability of PDD-61 requirements, reestablishing the Department’s
gtanding with the Department of State as an Exchange Visitor Program sponsor, establishing a
Departmentd training academy for FVAT policy/system implementation, completing the trangtion of the
Department’s Foreign Travdl  Program from the CFO to SO, and replacing a retired main-frame legacy
foreign travel system with a centralized, secure web-based application ble by multiple DOE sites,
using any computer and current Internet browser.

# The Office of Security completed consolidating and ingtitutiondizing responghilities for the accurate tracking
and reporting of sengtive nuclear materidsinventories under one office. This has resulted in improvements
in inventory information and accounting systems used to support Departmenta nuclear materids missons
and decison-making.
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Funding Profile

(dollars in thousands)

FY 2001 FY 2002 FY 2002
Comparable Original FY 2002 Comparable | FY 2003
Appropriation | Appropriation | Adjustments | Appropriation | Request
Nuclear Safeguards and Security
Operational Support .............. ... ... 37,0202 41,163 1,357de 42,520 51,071
Technology and Systems Development ...... 25,970 25,970 25,970 22,557
Classification/Declassification ............. 20,818 17,115 17,115 17,474
CyberSecurity ................cooii 0 29,258 (29,258)° 0 0
Critical Infrastructure Protection ............. 0 2,994 (2,994)f 0 0
Total, Nuclear Safeguards and Security ....... 83,808¢ 116,500 (30,895) 85,605 91,102

Public Law Authorizations.

PL. 83-703, “Atomic Energy Act of 1954)

PL. 95-242, “Nuclear Non-Proliferation Act of 1978"

PL. 103.62, “Government Performance and Results Act of 1993"

®Reflects increase of $1,000,000 from Reprogramming 01-R-18.

bReflects increase of $3,500,000 for supplemental funding of which $1,300,000 is for extra roving force
security patrols, $700,000 for a public address system, $500,000 to replace the alarm system at the Forrestal
and Germantown facilities, and $1,000,000 for deployment of the civilian Biological Aerosol Sentry and
Information System (BASIS).

‘Reflects comparability adjustment to transfer $1,000,000 of supplemental funding in support of BASIS
to the Weapons Activities Nuclear Incidence Response in NNSA.

dReflects comparability adjustment to transfer $1,143,000 to the Office of the Chief Information Officer
in support of the Special Facilities/Communications Center.

Reflects comparability adjustment to transfer $29,258,000 to the Office of the Chief Information Officer
in support of the Cyber Security program.

'Reflects comparability adjustment to transfer $2,994,000 to the Office of Energy Security and
Assurance, Office of Emergency Operations in support of the Critical Infrastructure Protection program.

9Reflects funding decrease of $80,000 resulting from the allocation of a general reduction to Other
Defense Activities and a decrease of $188,000 resulting from the FY 2001 Omnibus rescission.
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Funding by Site

(dollars in thousands)

| FY 2001 | FY 2002 | FY 2003 | $ Change |% Change

Albuquerque Operations Office

Los Alamos National Laboratory ........................ 3,872 5,416 5,070 -346 -6.4

Sandia National Laboratories ............... ..., 10,025 10,100 9,835 -265 -2.6

PanteX .. 215 271 25 -246 -90.8

Albuquerque Operations Office ......................... 11,735 9,993 11,984 +1,991 +19.9
Subtotal, Albuquerque Operations Office .................... 25,847 25,780 26,914 +1,134 +4.4
Ohio Field Office « v vt i e e e e e e 140 0 0 0 0
Chicago Operations Office

Argonne National Laboratory ................ ... ... ... 574 670 430 -240 -35.8

New Brunswick Laboratory ..., 0 0 500 +500 +100.0
Subtotal, Chicago Operations Office ........................ 574 670 930 +260 +38.8
Idaho Operations Office . .. ..o 1,612 1,182 1,162 -20 -1.7
Nevada Operations Office ......... ..., 1,378 1,445 1,151 -294 -20.3
Oak Ridge Operations Office

Oak Ridge Operations Office, Y-12 ...................... 2,091 2,626 2,609 -17 -6

Oak Ridge Operations Office, Bechtel Jacobs ............. 0 25 25 0 0.0

Oak Ridge Operations Office ............................ 0 75 100 +25 +33.3

Oak Ridge Institute for Science and Education ............ 500 500 500 0 0.0
Subtotal, Oak Ridge Operations Office . .................. ... 2,591 3,226 3,234 +8 +.2
Richland Operations Office .. .......... ... ... ... . .. 4,173 4,762 2,567 -2,195 -46.1
Rocky Flats Area Office ...... ..o 140 0 0 0 0.0
Oakland Operations Office

Oakland Operations Office .. ..o 3,250 3,936 4,382 +446 +11.3

Lawrence Livermore Laboratory......................... 5,805 5,497 3,760 -1,737 -31.6
Subtotal, Oakland Operations Office ....................... 9,055 9,433 8,142 -1,291 -13.7
Savannah RiVer SIte « -« v oo 2,560 1,672 1,800 +128 +7.7
Washington Headquarters

Office of Scientific and Technical Information ............. 300 133 290 +157  +118.0

Washington Headquarters ...............c.ciiiiiinn.n. 35,438 37,302 44,912 +7,610 +20.4
Subtotal, Washington Headquarters ....................... 35,738 37,435 45,202 +7,767 +20.7
Total, Nuclear Safeguards and Security .................... 83,808 85,605 91,102 +5,497 +6.4
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Site Description
L os Alamos National L aboratory

Work at Los Alamos National Laboratory (LANL) is designed to address current, evolving, and future needs,
primarily in materials control and accounting (MC&A). MC&A activities include the development of
measurement technologies and ingrumentation to quantify difficult-to-measure or shielded specia nuclear
materids. LANL aso develops standards for specia nuclear materiasto cdibrate instruments around the
complex. Other activitiesinclude evauating commercia measurement systems and the development of MC&A
training. Support is dso provided to the Classification/Declassfication program through the development and
greamlining of classfied guidance.

Sandia National Laboratories, Albuquerque (SNLA), NM

Sandia focuses on development of technologies and systems required to protect the Department from
catastrophic consequences such as use of nuclear energy for malevolent purposes or the erosion of nationa
security secrets through theft or diversion of classified materids or information. Technical assstance is provided
for assessment of site vulnerability analyss and site safeguards and security plans. Support is aso provided for
the Declassfication Productivity Initiative by providing automated tools that improve the efficiency of document
classfication/declassfication reviews. The technology development program focuses on physica security
technol ogies to secure the DOE complex. Activities include providing new detection capabilities to
automatically detect unauthorized access, explosives, or other contraband. Sandiawill develop advanced
barrier technologies to prevent or substantialy delay attacks. Technological solutionswill dso be provided to
address new thrests, such as chemica and biological wegpons. In addition, Sandiawill continue to maintain a
core technical cagpability in interior and exterior sensors, darm communications, access delay, and entry control.
Assganceis dso provided in developing comprehensve classification guidance for nuclear safety, environment,
safety, and health and dismantlement/reuse; reviewing declassification proposals, and updating nuclear wespons
classification guidance.

Pantex

Support was provided for the classfication/declassfication initiative by reviewing and rdeasing numerous
documents prepared by the Amarillo National Resource Center for Plutonium (ANRCP). This dso included
classfication training being given to dl cleared ANRCP employees.

Albuquer que Operations Office

The Nonproliferation and Nationa Security Ingtitute (NNSI), formerly called the Centra Training Academy, is
located in Albuquerque, New Mexico. NNSI was established to assst Headquarters DOE to identify,
implement, standardize, and monitor training programsin support of the Office of Safeguards and Security’s
program misson. NNSI’ s training curriculum, which condsts of five core program e ements (program
management, personnd security, protection program operations, information security, and materials control and
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accountability), uses both traditiond and distance learning technologies to provide ongte and facility training for
safeguards and security personnel. The Foreign Visits and Assignments Program at Headquarters receives
support for their Foreign Interactions Training Academy. The Classification/Declassfication program is
supported by the development of computer-based training for certifying classfiers and declassfiers.

Ohio Field Office

The Ohio Fidd Office provided support to the Classfication/Declassification program by conducting alarge-
scale declassfication review program to ensure that al documents will be properly classified or declassfied
prior to the scheduled closure of the facility in FY 2006.

Argonne National Laboratory

Argonne supports tasks associated with the Foreign Ownership, Control, or Influence (FOCI) program
facilitating a database of information that ensures more thorough DOE investigation. Support is aso provided
for the Declassfication Productivity Initiative by providing automated tools that improve the efficiency of
document classification/declassfication reviews.

New Brunswick Laboratory

The New Brunswick Laboratory isthe U.S. Government’s nuclear material measurements and standards
laboratory and is a Federal Center of Excellence in nuclear material measurement science. It provides and
maintains an internationaly compatible nuclear materia reference base for domestic and internationa
measurements for nuclear materia accountability, proliferation monitoring, waste management and
environmenta restoration activities, and for hedth/safety activities.

Idaho National Engineering and Environmental Laboratory (INEEL)

INEEL provides technica assstance, and engineering support for the development, review, evauation, and
implementation of security-related requirements to effectively meet DOE'’ s god's and ensure cogt-effective use
of DOE dollars throughout the DOE complex. Thisincludes review and evauation of security design
requirements; engineering support for vaideation, judtification, and Site safeguards and security plan reviews, and
development and refinement of security design criteria

Nevada Oper ations Office

Activitieswill be conducted at the Remote Sensing Laboratory and the Specid Technologies Laboratory,
focusing on development of advanced physical security technologies. Efforts include devel oping technologies to
ass¢ protective force personnd and investigating the use of ultraviolet tags to differentiate between the
adversary and dte personnel. Additionally, the Nevada Operations Office will provide support to the
Classfication/ Declassfication program through the development and testing of the Reviewer Assstance

System expansion.
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Oak Ridge, BWXT, Y-12

At Oak Ridge, the technology development program provides the physica security, materid control, and
accounting support needed to protect nuclear wegpons, nuclear materid, classfied information, and other vita
DOE assets (nonnuclear and unclassified). Expertise is provided in the document classification/decl assification
initiative and for dasgfication guidance update and streamlining.

Oak Ridge, UT-Battelle LLC

Oak Ridge National Laboratory (ORNL) support is provided to the Classification/Declassfication program for
declassfication review of files and review of uranium enrichment technology and proposal of Unclassified
Controlled Nuclear Information (UCNI) topics.

Oak Ridge Operations Office
At the Oak Ridge Operations Office, support will be provided to the Classfication/Declassification program.

Oak Ridge Institute for Science & Education (ORISE)/Oak Ridge Associated
Universities

At Oak Ridge, ORISE provides technica support for the implementation, training, operation, and quality
assurance of the Personnel Security Assurance Program, and a variety of research and andysis activitiesin
support of the personnd security function.

Richland Operations Office, Battelle Memorial I nstitute/Pacific Northwest
National Laboratory (PNNL)

PNNL provides technica expertise, assistance, training, and awareness in support of information security. This
includes the identification, inquiry, and resolution of security problems across DOE; and andysis of incidents
and facility survey information. They dso assst with the implementation of the Department’ s information
assurance initiative and relaed activities to ensure effective and efficient identification of thrests and
vulnerahilities to DOE' s digtributed information and tedecommunication systems. Technical assstanceis
provided to support specia nuclear material consolidation, Master S& S Agreement, Site S& S Plan support,
reviews, and performance testing. PNNL providestechnical, andytical, operation, and training support to the
Systems Support Team for the Office of Foreign Vists and Assgnments. The Classfication/Declassfication
program is supported through devel opment and streamlining of classfication guidance.
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Richland Operations Office, Fluor-Daniel Hanford

Provides Hanford-based field expertise, technical support and assistance for the review, update and
consolidation of safeguards and security orders, policies, and field guidance to meet Department goas and
objectives.

L awrence Livermore National Laboratory (LLNL)

The technology development program at LLNL is concentrated in physical security and Materid Control and
Accounting (MC&A). Physical security activities focus on encrypted, high-capacity digital communications for
sensor dlarms, access control and video, and eva uating low cost access control technologies for
implementation through DOE. In MC&A, provide enhanced measurement capabilities that expand to
additional materid types, provide more accurate measurement capabilities, and reduce the amount of time
required to perform measurements. Classification/declassification is supported through development and
greamlining of classfication guidance.

Oakland Operations Office

Oakland supports the Nuclear Materids Management and Safeguards System which tracks and anayzes U.S.
foreign nuclear activity. Classfication/declassfication is supported through development and streamlining of
classification guidance.

Savannah River Site

Work a Savannah River supports MC&A through the devel opment, enhancement, deployment, and operation
of a software gpplication for nuclear materids accounting throughout the DOE complex. This technology will
dlow for greater rdiahility, efficiency, and cost savings through increased standardization and use of advanced
software technologies. The classification/decl assification program is supported through the development and
greamlining of classfication guidance.

Office of Scientific and Technical Information

Support is provided for the classfication/declassfication initiative by improving the access capability to DOE's
OpenNet data base and maintaining and enhancing the thesaurus and dictionary for the automated classfication
guidance system.

Washington Headquarters

The headquarters program for Nuclear Safeguards and Security has responsibility for implementation and
oversght of the:

# Headquarters guard contract;
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# Safeguards and Security Information Management System (SSIMS) database;

# Maintenance/upgrade of aarm systems, access control systems, and related computer equipment; and the
protective force radio system,

# Classfying and declassifying nuclear weagpons-rdated technology (known as Restricted Data), ensuring that
policies provide the public access to information necessary for an informed discusson of DOE’s nuclear
wegpons program while continuing to support the paramount objective of protecting information from
drategic adversaries, proliferants or potentia proliferants, and terrorists. Specific areas covered are:

»  Deveoping overarching Government-wide Restricted Data and DOE-wide Nationa Security
Information (NSI) program policies, detailed classfication guidance which specificdly identifies
information requiring protection in the interest of the nationa security;

*  Reviewing documentsto dassify information that till warrants protection and declassifying information
that is no longer sengitive;

»  Traning personne both within DOE and throughout the Government to recognize Restricted Data
information and to ensure that it is properly classfied to prevent its inadvertent release;

*  Appraisng DOE and other-agency classification and declassification programs to ensure policies and
procedures are gpplied consstently;

*  Deveoping sate-of-the-art technology to make the classification and declassification process more
efficient and effective.
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Operational Support
Mission Supporting Goals and Objectives

Safeguards and Security (S& S) Operational Support provides essentia technical and anaytica expertise to
ensure effective and efficient security; a protective force for Headquarters operations; reviews which ensure
cost-saving measures in S& S throughout the Department; and standardized training responsive to the chalenges
of the changing post-cold war era. This support provides for the overal improvement of S& S activities.

Subprogram activities in this section of the budget include the following:

# The Central Training Academy (CTA) of the Nonpr oliferation and National Security I nstitute
(NNSI) provides Safeguards and Security training and training development programs. CTA uses both
traditiona and distance learning technologies to provide onsite and facility training for S& S personnd,
thereby ensuring that DOE maintains awell-trained workforce to protect the nation's vital nuclear and
energy interests againgt espionage, sabotage or theft. This includes computer-based training, interactive
audio/video training, and correspondence courses. CTA assesses S& Sfield training needs and Site training
program performance and devel ops training courses to meet those needs. Distance Learning Training
includes satdlite transmission of CTA training to multiple DOE sites and, through the use of modern
interactive technology, alows each student to be part of the ingtructional process. The CTA isaso
implementing the S& S Professiona Development Program to address the human resource capitd crisis
now affecting DOE within the S& S community.

# Nuclear Materials Accountability Systems supports the Office of Plutonium, Uranium, and Specid
Materids Inventory and the Nuclear Materials Management and Safeguards Systems (NMMSS).
NMMSS tracks and analyzes U.S. and foreign nuclear activity using data from the Loca Area Network
Materid Accounting System (LANMAYS) and other Site systems.

# Information Security provides support across the Department in the areas of classified matter protection
and control; technica security; operations security; and foreign ownership, control or influence. The
information security activitieswill also provide a capability to evaluate proposed security measures within
the Department’ s complex environment. The Information Security Resource Center (1SRC) incorporates
technica expertise and professiona devel opment training to ensure that the five disciplines of information
security function are integrated in a cohesive manner. The Technica Surveillance Countermeasures
(TSCM) program, which is one of the five disciplines, ensures and enhances the security provided for
Departmentd facilities and programs in the grester Washington, D.C. area. The Information Security
Protection Program provides technical expertise, assstance, and awareness training in information security
disciplines. The information security program aso provides matrixed support to various Departmenta
programs, such asthe critica infrastructure program, the counterterrorism/counterintel ligence programs, and
the cyber security program.
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# Security Education Briefings and Awar eness training provides support to update Security Education
Briefings and Awareness training to reflect changing policies and procedures. Coordinates and participates
in security education workshops and meetings for the exchange of information.

# Personnd Security develops policy guidance and associated documents for use in evduating the
Personnd Security Assurance Program (PSAP) asit relates to the medicdl, psychologica, legd, security,
and management areas. Conducts research and prepares technical documentation to support the Personnel
Security activities. Provides technica assstance and operationa support to the Personndl Security program
manager to evauate the current status of science and technology advances asiit relates to the PSAP.

# TheHeadquarters Guard Contract provides security for the protection of Government property, classfied
matter, and personne at headquarters buildings. The requested level arms seventy-five percent of the
Security Officers, providing increased capability, skill, and authority above that of unarmed Security
Officers.

# Additional Support provides Headquarters and field elements with support to implement cost-saving S& S
measures. This support includes technica assessments, risk management/vulnerability assessment expertise,
engineering assistance, surveys, and performance testing. Funding in FY 2003 will support continuing risk
management issue resolution and will enhance the capabiility of our assessment tools. Additiona Support
aso provides technica support for the development of physical security policies and programs, and security
upgrades at Headquarters.

The Safeguards and Security Information Management System (SSIMS) tracks and reports classified S& S
issues from al DOE fidd dtes. SSIMS dlows the Office of Safeguards and Security to conduct continuous
reviews of the security measuresin place at DOE/contractor facilities, ensuring compliance with DOE
policy requirements and monitoring the effectiveness of Departmenta policy involving the protection of
nationd security assets. SSIM S funding will maintain the current database information system detailing
facility findings, ratings, generd operationa status, and enhance the systems capability to meet changesin
Departmentd policy.

Additiondly, support continues for the implementation of a nuclear/biologica/chemica wegpons equipment
program across the DOE complex to provide security to the protective forces from wegpons of mass
destruction.

# Foreign Vistsand Assgnments Program (FV& A) manages the Department’ s program for granting
access by foreign nationds to DOE federd and contractor (including National Laboratories) facilitiesto
perform classfied or unclassfied work. The FV& A Program includes the responghility to:

» Devdop and promulgate DOE policy and procedures for reviewing and approving access,
»  Deveop and implement the Department’ s centra documentation, reporting, and tracking information
systems;
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Develop and coordinate responses to external requests (e.g., Congress) for information on the number
of foreign nationds visiting or working throughout DOE; and

Support and assess operationd results to determine if identified nationd security requirements are being
effectively addressed by the conduct of program operations.

# TheFV&A program isrespongble for implementing the Department’ s Unofficia Foreign Travel policy and
for continuing a partnership with the CFO to support the effective implementation of the Officid Foreign
Travel Order.

# Outcome objectives of the FV&A program are to:

Provide atransparent cgpability to review and assure that program policy is effectively implemented in
order to support delegation of gpprova authority at the lowest practical level of program operations;
and

Implement asystem of interna controls for vetting foreign nationa visitors and assignees based on a
risk-assessment of the pecific characteristics of the proposed visit or assgnment. Thisinterna control
System requires a continuous qudity improvement approach to foreign nationd vetting procedures and
requirements and is ultimately capable of resolving the seemingly unresolvable conflicts between nationd
security and open science.

Funding Schedule

(dollars in thousands)
| FY 2001 | FY 2002 | FY 2003 |$Change |%Change

Nonproliferation and National Security Institute (NNSI) ........ 8,665 9,484 11,984 +2,500 +26.4
Nuclear Materials Accountability Systems .................... 3,200? 4,938 5,392 +454 +9.2
Information Security ........... 4,814 4,814 4,814 0 0.0
Security Education Briefing and Awareness .................. 172 172 172 0 0.0
Personnel Security .......... . 431 431 431 0 0.0
Headquarters Guard Contract .........................o.. 9,300% 11,719 12,879 +1,160 +9.9
Additional Support ... 9,313 9,070 13,467 +4,397 +48.5
Foreign Visits and Assignments Program ................... 1,125 1,892 1,932 +40 +2.1

Total, Operational Support - . ... 37,020° 42,520 51,071 +8,551 +20.1

®Reflects total funding increase of $1,000,000 from Reprogramming 01-R-18.

PReflects a funding decrease of $60,000 resulting from the allocation of a general reduction to Other

Defense Activities and a $136,000 decrease resulting from the FY 2001 rescission.
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Detailed Program Justification

(dollars in thousands)

FY 2001 | FY 2002 | FY 2003

Nonproliferation and National Security Institute (NNSI) ... 8,665 9,484 11,984
# NNSI Operations ..., 8,602 9,421 11,921

In FY 2003, conduct gpproximately 190 courses, many using “Online Training,” and develop additiona
courses to mest field Site training needs for Weapons of Mass Destruction, chemica/biologica
equipment, and physical security systems. Continue support for new hire Security Police Officer training
(SPO) for dl fidd activities. The increase provides the infrastructure support for the S& S Professiond
Development Program which is a corporate human resource management program designed to address
the human resource capitd crisis now affecting DOE within the S& S community. Performanceis
measured by the ability to meet a planned number of training courses.

# NNS Equipment ........... . .. 63 63 63

Provides funding to support NNSI’ s equipment-related needs such as replacement of outdated online
and interactive television equipment.

Nuclear Materials Accountability Systems  .............. 3,200 4,938 5,392

# Nuclear Materials Management and Safeguar ds System
(NMMSS) Operational Program .................... 3,200 3,900 4,332

NMMSS s the nationd nuclear materias database, which dso serves asthe officia nuclear materid
accounting system for DOE. It tracks and andlyzes U.S. and foreign nuclear activity to satisfy statutory
requirements and internationda obligations. Increased funding supports additiona capabilities currently
being desgned and programmed as upgraded system modules as well as additiona contractor staff to
support the new modules. It dso provides for a stand-aone inventory data base operation capability.

# Local Area Network Materials Accounting System
(LANMAYS) . 0 1,038 1,060

Sugtain an operationdly capable LANMAS gpplication software product suitable for the ingtalation and
operation in the DOE complex. This gpplication, when ingtaled on the network system, will support al basic
MC&A records and reporting functions required by DOE domestic and international policy.
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(ddllarsin thousands)

FY 2001 | FY 2002 | FY 2003

Information Security ............ i 4814 4,814 4,814
# Information Security Resource Center (ISRC) ........ 1,602 1,602 1,602

The ISRC in FY 2003 continues to provide technica expertise, assstance, and training in an integrated
manner across the five disciplines of information security. This activity does not include cyber security
functions. Activities support the identification of, inquiry into, and resolution of security problems across
the Department, especiadly in the area of unauthorized disclosures and compromises of classfied
information; andyss of incidents;, facility survey information to identify problems within the information
security program; and andysis of Foreign Ownership, Control or Influence (FOCI) in determinations of
contracts within the various program eements of DOE dedling in classfied information. The funding level
reflects the continuing need to sustain efforts to prevent unauthorized disclosure or compromise of
classfied information throughout DOE.

# Information Security Protection Program (ISPP) ....... 1,600 1,600 1,600

The Information Security Protection Program (ISPP) in FY 2003 continues to provide technica advice
and awareness (excluding cyber security) to Departmenta entities. The | SPP provides technica support
in the areas of information security including vulnerability testing, desgn reviews to support the complex-
wide Technica Surveillance CounterMeasures (TSCM) program, TSCM surveys and inspections a
DOE gtes not currently receiving such sarvices, independent verification and vaidation of information
security measures, TSCM equipment ingpection support to internationd tregties, and awareness of
emerging information security issues. | SSP activities provide abasic leve of assurance that key assets
are protected in a reasonable manner to ensure that nationa security concerns of the country are not
adversdly affected by adversary activities. Funding levels are based on attention to unauthorized
disclosure of classified information and the conduct of TSCM sarvices. This capability isaso available to
provide assstance to NNSA fecilities.

# Information Assurance and Computer Forensics ... .... 1,450 1,450 1,450

Activities include continuing computer forensics capability to support investigations and prosecutions of
unauthorized disclosures of classfied information. Provide for training in new technol ogies and methods
and the implementation of first responder training for the Department. Update and maintain the Grey List
data base to alow contractors to submit foreign ownership, control or influence packages eectronically,
facilitating a data base of information that will ensure a more thorough DOE investigation. Maintain an
internet accessible ligt of facility security offices for the more than 2,000 cleared DOE facilitiesand alist
of dlassfied mailing addresses for the over 500 facilities that are authorized to receive classfied matter.
Funding levels have been determined based on the rate of technological advances and, in the case of
forendics, based on smilar activities within the Department of Defense.
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(ddllarsin thousands)

FY 2001 | FY 2002 | FY 2003

# Technical SUppOrt . ... 162 162 162

Provides for continuation of on-site technica support for information security in the areas of technicd
reviews of technology transfer issues.

Security Education Briefingsand Awareness ............. 172 172 172

# Provide training and security education awareness throughout the DOE complex through the
management of the Security Education Specid Interest Group (SE/SIG) and maintenance of the SE/SIG
electronic bulletin board.

Personnel Security ........ ..o 431 431 431

# Operate Center for Human Reliability Studies; support personnd security activities through guidance and
product development, update and revise 90% of anticipated personnel security materids; serve as
technica liaison with Department of Defense (DoD) Personnel Security Research Center, DoD,
Polygraph Indtitute and similar agencies and indtitutions; and upgrade and maintain Personnel Security
Assurance Program (PSAP) eectronic bulletin board; evauate and modify 80% of needed PSAP
training materias

HeadquartersGuard Contract ......................... 9,300 11,719 12,879

# Ensure asound protection program is offered to Headquarters employees and facilities through use of 40
dationary guard posts and roving patrols, 16 supervisors, 4 managers, and 6 ingdructors, receptionists
and adminigrative assigtants, wegpons and ammunition manager, quality assurance, badging and
technica countermeasures personndl. In FY 2003, the additional funding supports increasing the
percentage of armed uniformed protective officers from 30% to 75% and the associated training, and
unionization cost of the contract. The increase also supports asmal pay increase so that DOE can offer
acompetitive pay scalein order to maintain a qudified protective force in the Washington, DC, area.

Additional Support . ... 9,313 9,070 13,467

# Safeguardsand Security Information Management
System (SSIMS) ... 300 700 700

Support operationa and basic maintenance costs for SSIMS which tracks and reports classified S& S
issues from dl DOE fidd sites. FY 2003 funding will provide for development of an intranet web based
browser version of the SSIM S application, permit replacement of existing hardware, and alow for
software upgrades.
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(ddllarsin thousands)

FY 2001 | FY 2002 | FY 2003

# Alarm/Protective ForceRadioSystems .............. 968 1,325 1,325

In FY 2003, provides support and corrective/preventive maintenance of the Security Alarm and Access
Control Systems (SAACS), magnetometers, X-ray machine, and executive protection and protective
forceradio systems.

# Risk Management/Vulnerability Assessment ......... 1,733 1,858 2,358

Provide risk management, vulnerability assessment, and safeguards and security system performance
evauations, verifications, and vdidations. FY 2003 funding supports the implementation of the revised
DOE gtandard vulnerability assessment tool suite. It dso provides for ongite participation and field
assigtance for the mogt critica facilities Site Safeguards and Security Plan development and review.
Supports Joint Tacticd Smulation/Joint Conflict and Tacticd Smulation modeing, physica security
system reviews, and S& S surveys.

# Technical Support for Physical Security Policiesand
Programs ... 387 262 262

Develop standards and procedures for the implementation of smart cards for physica access control,
provide technical support, as necessary, to support the development of physica security systems policy,
provide technica advice and assstance regarding adversary’ s timeline tools, review and comment on
physical security systems technica guidance documents, provide technica guidance to the Centra
Training Academy in the development of physical security systems training, provide technicd guidance
regarding explosive detection systems and procedures, eva uate the performance of integrated darm
management and control systems, and assst in development of technica workshops.

# Lockreplacement .......... .. ... ... 2,000 0 0

Provided for the procurement and replacement of security locks meeting Federal Specification FF-L-
2740A for containers holding senstive classfied materid.

# Nuclear/Biological/Chemical Weapons (NBC) Protection
Equipment, Training, and Chemical/Biological Detection
EQUIPDMENt . .. 3,429 1,829 1,829

In response to U.S. Policy on Counterterrorism, provide a counterterrorist capability to detect, assess
and protect Departmental facilities, employees and the environment from adversarid use of NBC asa
wespon of mass destruction (WMD). FY 2003 reflects the funding necessary to complete detection and
assessment capabilities of NBC agents across the DOE complex, including testing and implementation of
chemica protective mask communications equipment. Funding leve is based upon fidd andysis and
testing, and equipment modifications to detect potentiad NBC events.

Other Defense Activities/Security/Nuclear
Safeguards and Security/Operational Support FY 2003 Congressional Budget



(ddllarsin thousands)

FY 2001 | FY 2002 | FY 2003

# Nondestructive Assay (NDA) Sandards .............. 0 200 200

Continue preparation of measurement control standards for safeguards NDA systems which measure
gpecid nuclear materids, enroll prepared standards in a measurements exchange program, and begin
collecting data. Current NDA systems used by DOE have never been systematically evaluated to
determine effects of inconsistent sandards, impurities, packaging, €tc., on assay bias and precison. This
effort will ensure DOE’ s nuclear materia's accounts are based on defensible measured vaues and protect
nuclear materidsin the U.S. from theft, loss, or illicit trafficking.

#OEQUIpmMeENt ... 496 2,896 6,793

Supports capitaized computer equipment requirements and modification and/or replacement partsto the
Headquarters SAACS. In FY 2002, funding supported the replacement of the alarm and public address
systems. Theincreasein FY 2003 funding provides for replacement and/or upgrade of equipment at the
New Brunswick Laboratory (NBL) to maintain state-of-the-art measurement capability essentid to
NBL’s mission responsbilities. Additiondly, the funding increase will provide for critical Headquarters
security upgrades such as the ingalation of automated access controls at primary facility entry podts,
building supports, visitor control centers, vehicle pop-up barriers and permanent vehicle barriers, and
additiona handheld scanning devices as part of an ongoing effort to comply with recommended
Department of Justice security upgrades at federd facilities.

Foreign Vistsand Assgnments (FV&A) Program ......... 1,125 1,892 1,932

# TheFV&A program manages the Department’ s program for granting access by foreign nationasto
DOE federd and contractor facilities to perform classified or unclassified work. Program scope dso
includes implementing solutions to issues and deficiencies identified by the Generd Accounting Office and
Congress. In FY 2003, the program supports operation of the Foreign Access Centrd Tracking System
(FACTY) including enhancements to support new program policy initiatives such as risk-based graded
gpproach to foreign nationd vetting; integration of field legacy data systems with FACTS to optimize
system productivity and program accountability; and maintenance of the Foreign Interactions Training
Academy at Kirtland Air Force Base.

Total, Operational Support  .......... ..., 37,020 42,520 51,071
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Explanation of Funding Changes

FY 2003 vs.
FY 2002
($000)

# Nonproliferation and National Security Ingtitute

The increase provides the infrastructure support for the S& S Professiona Devel opment
Program which is a corporate human resource management program designed to address
the human resource capitd cridgs now affecting DOE within the S&S community. . ... ... +2,500

# Nuclear Materials Accountability Systems

»  Supports additiona capabilities being designed as support modules to upgrade the
Nuclear Materias Management and Safeguards System (NMMSS) system, additiond
contractor staff to support the new modules, and a stand-aone inventory data base

operationcapability . ... +432

» Sudain an operationa Loca Area Network Materias Accounting System (LANMAYS)
CaAIlLY. . . e +22
Totd, Nuclear Materids Accountability Systems ... ... +454

# Headquarters Guard Force

Supports the increase in percentage of armed uniformed protective officers from 30% to

75% and associated training, unionization costs of the contract, and pay increase to support

ACOMPEtiVEPAY SCAE . ..ot +1,160
# Additional Support

Provides funding to maintain level of effort for risk management, vulnerability assessment,

and S& S system performance evauations, verifications, and validations (+500);

replacement/upgrade of measurement equipment a NBL ensuring ability to meet misson

(+500); and critical Headquarters security upgrades such as automated access controls at

primary facility entry pogts, building supports, visitor control centers, vehicle pop-up

barriers and permanent vehicle barriers, and handheld scanning devices (+3,397). ... .. .. +4,397
# Foreign Visitsand Assgnments Program

Supports the Foreign Access Centralized Tracking System (FACTS) including
enhancements to support new program policy initiatives. . .. ............ ..o Ll +40

Tota Funding Change, Operational SUpPpOrt .. ... e +8,551
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Technology and Systems Development
Mission Supporting Goals and Objectives

The Technology Development Program (TDP) develops or modifies commercid technologiesin Materia
Control and Accounting and Physica Security to ensure that nuclear weapons, specid nuclear materids,
classfied information, and key DOE facilities and personnd are adequatdly protected from the evolving thregts
asidentified in the Department’ s Design Badis Threat. The TDP supports activities associated with
implementing Presdentia Decison Directive (PDD) 39, Counterterrorism Policy, PDD 62, Combating
Terrorism, and PDD 63, Criticd Infrastructure Protection. Technological solutions are often the mogt effective
and cost efficient means to protect againgt terrorist attack, theft of nuclear weapons and specid nuclear
materids, radiologica sabotage and the ingder. The technology being developed provides a fundamental
technical bassfor addressng the most immediate and critica DOE facility user needs for proper management
and stewardship of vauable, hazardous, and srategicaly important materias and information. The program
continues to provide technica solutions to meet our customers needs. The program will continue to utilize core
security technologies and expertise, but also provide technica defenses againgt large bombs, direct energy
wespons, and the significant potentia threet posed by insiders with direct access to our protected assets. The
products of this program expand beyond DOE to other federa agencies, the international community,
commercid industry, and state and local governments.

This program is organized in the following disciplines:

Physical Security - Activities are focused on providing technological solutions to known vulnerabilities and
operationa deficiencies, performance and vulnerability testing, development of protective force technologies,
and participation in federa interagency research and development groups.

Material Control and Accounting - Efforts are focused on nuclear materia measurements, measurement
standardization, nuclear materid accounting, and nuclear materia surveillance and control.

Cyber Security - This program has been significantly reduced. Activities have been coordinated with the
Office of the Chief Information Officer to ensure that critica technology projects and solutions proceed.

Funding Schedule by Discipline

(dollars in thousands)
| FY 2001 | FY 2002 | FY 2003 |$ Change | % Change

Physical Security . ... 13,275 14,972 13,484 -1,488 -9.9
Material Control and Accounting . ... 9,867 8,954 8,873 -81 -1.0
Information Security .......... ... 2,828 2,044 200 -1,844 -90.2

TOtal « e e 25,970 25,970 22,557 -3,413 -13.1
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Detailed Program Justification

(dollars in thousands)
FY 2001 | FY 2002 | FY 2003
Physical Security . ... 13,275 14,972 13,484
# Physical Security Technological Solutions .............. 9,120 10,992 7,528

Deveop countermeasures for security equipment vulnerabilities from new and evolving threats, including
directed energy radio frequency weapons and personnd residing within the DOE complex. Develop state-of -
the-art technologies to improve the security posture of DOE, including the Adversary Time-Line Andyss
System (ATLAS) software which will provide avulnerability andysistool for DOE stes; a 3-dimensond
video motion detection system to replace exterior sensors; encrypted, high-capacity, digital communications
for sensor darms, access control and video; modification to chemica collective protective systems for unique
DOE gpplications; and tagging technologies for the tracking and authentication of classified documents, nuclear
materid, and other valuable items. Continue to provide technical support to DOE complex. Decrease from
FY 2002 to FY 2003 primarily reflects a shift within physical security from technological solutionsto
performance testing due to emerging security requirements. (SNLA, LLNL, Specia Technologies Laboratory,
ORNL, Remote Sensing L aboratory)

# PeformanceTesting ..., 2,175 2,000 4,473

Conduct performance testing of security equipment such asinterior and exterior sensors, biometrics (e.g., hand
geometry, fingerprint scan, iris scan, etc.) and entry control, explosives detection, video assessment, access
delay, protective force equipment, communication systems, anmunition, and chemical agent protection
equipment, etc., so that the test data can be used by ATLAS and Joint Tecticd Smulation (JTS) modding
tools for vulnerability analysis, and by DOE field users that must make procurement decisons. Increased
activitiesin FY 2003 will provide a chemica assessment module for force-on-force smulation exercises to be
incorporated into JTSJoint Conflict and Tactical Smulation (JCATS) and accelerate procurement guidance to
DOE sites to replace outdated security systems. (SNLA, LLNL, ORNL)

# Technical Support WorkingGroup ..........oovivnn... 1,500 1,500 1,035

Provide subject matter experts and data to support the counterterrorism community’ s Technica Support
Working Group, which helps DOE leverage over $50M of interagency R& D activities, specific security
technologies, and program input to a Sgnificant DOD and counter terrorism investment. Funding is being
decreased to alow increased efforts in the above described performance testing of physical security
technologica solutions. (SNLA, LLNL)

# Capital Equipment .......... .. ... 480 480 448

Provides funding for the purchase of commercid physical security systems (sensors, biometrics, video, etc) for
performance testing.

Other Defense Activities/Security/Nuclear
Safeguards and Security/T echnology and
Systems Development FY 2003 Congressional Budget



(dollars in thousands)
FY 2001 | FY 2002 | FY 2003

Material Control and Accounting (MC&A) ................ 9,867 8,954 8,873
# Special Nuclear Material Measurement Technologies .. .. 7,653 7,140 6,112

Activities are focused on providing advanced measurement technologies to account for 100% of DOE's
nuclear materid inventory. Efforts include the development of accurate non-destructive assay techniques for
difficult-to-measure nuclear materias such as neptunium, americium, and uranium-233; providing more
accurate and cogt-€effective measurement technologies for large containers of plutonium in difficult-to-measure
forms; and providing technical support to address domestic safeguards requirements around the DOE
complex. Decrease reflects shift of funding to support increased efforts in specia nuclear materia control
technologies. (LANL, LLNL)

# Special Nuclear Material Control Technologies ......... 850 800 1,659
Efforts are focused on providing new unattended monitoring technologies for stored nuclear materids,
development of measurement control modules for the DOE’ s computerized nuclear materia accountability
systems; and evauation of new technologies for increasing the security and effectiveness of tags and sedlson
nuclear materid containers. Increase provides for continuous monitoring of specid nuclear materidsin the
DOE facilities. (LANL, SNL, BWXT)

# Nuclear Material Accounting .............ccoviinn... 1,000 650 613

Develop automatic tools to perform Satistical andyses on inventory data and provide the cgpability to
automatically transfer measurement data from measurement devices to accounting systems. (SRS, LANL)

# Capital Equipment ............ .. 364 364 489
Provides funding for the development of atest bed for tags and sedls to demondirate the effectiveness of
controlling specid nuclear materidsin storage; and the purchase of eectronics and detectors for fabrication of
measurement insruments.

Cyber Security ... 2,828 2,044 200
# Automated Information Security Tools ................. 2,735 2,044 0
Thisdisciplineis being diminated in FY 2003.

# Technical Analyssand Support ............ ... ... ..... 0 0 200
Provides technical support for assessment and deployment of cyber security technologies.

# Capital Equipment ........... .. . .. 93 0 0
Total, Technology and Systems Development .............. 25,970 25,970 22,557
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Explanation of Funding Changes

FY 2003 vs.
FY 2002
($000)
# Physcal Security
» A funding decrease to the Technology Development Program and shift within physicd
security from technologica solutionsto performancetesting . ... ..o vt -3,464
* Accderate activities in performance testing to provide DOE sites with sound advice on
procurement decisonsto replacelegacy systems . ... ..ol +2,473
* Funding decrease to the Technica Support Working Group is to support increased
efforts in performance testing of physical security technological solutions . ........ .. -465
» Smadl decreasein capitd equipment that sUpportsMC&A .. ... ... ... -32
Totd, Physical Security -1,488
# Material Control and Accounting (MC&A)
» Réflects shift of funding from specid nuclear materid measurements to specia nuclear
Material CONMIOl .« . . oot -1,028
»  Specid Nuclear Materid Control: Provides increased surveillance of inventoriesto
reducethreat of theftordiverson ............. .. . i +859
» Decreasein materia accounting systems due to completion of activities ............ -37
* Increaseto capita equipment to purchase additiona equipment in support of testing
MEASUFEMENE JEVICES - -« o v v v e e et et e e e et e e et e e e e +125
Totd, Materid Control and ACCOUNtING . .. ..o oot e e -81
# Cyber Security
* Thisdisciplineis being sgnificantly reduced in FY 2003 with minimd technica support
for assessment and deployment of cyber security technologies .. ................. -1,844
Totd Funding Change, Technology and SysemsDevelopment . ....................... -3,413
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Classification/Declassification

Mission Supporting Goals and Objectives

The Department of Energy (DOE) has a unique, statutorily based responsibility to implement the Government-
wide program to classify and declassify nuclear wegpons-related technology (classfied as Redtricted Data).
DOE is aso respongble for implementing the requirements contained in Executive Order 12958 to classfy and
declassfy other information that is critica to the national security (classified as Nationa Security Information).
To fulfill these respongilities, the misson of the Classfication/Declassfication program isto develop (1)
Government-wide policies and technica guidance to identify nuclear wegpons-rdated information that warrants
protection and (2) DOE-wide policies and guidance to identify other information that is critica to protecting the
nationa security. This critical program is a cornerstone of the United States nuclear nonproliferation and
Security program since an asset cannot be protected until it isidentified as requiring protection. Congstent with
this misson, the Classification/Declassfication program funds support service contractors e Headquarters and
management and operating contractors in the field who provide highly technical support through:

« Assgingin the development of generd policies, procedures, and guidance to ensure that classified and
controlled information isidentified condstently by personne within the Department and other Government
agencies. Conducting gppraisals of DOE, including NNSA, organizations and visits to other Government
agencies to ensure they are conforming with these policies, procedures, and guidance.

» Assding in the development of detailed technica dassfication and control guidance to identify information
that requires protection in the interest of the national security.

«  Conducting training within the Department and for other agencies to ensure that personnd identify and
protect senditive nuclear wegpon design information and other nationd security information.

«  Conducting declassification reviews and audits of documents required under statute and Executive order.

«  Devdoping gate-of-the-art technology to enhance the classification and declassification process, making it
more efficient and effective.

Funding Schedule

(dollars in thousands)
| FY 2001 | FY 2002 | FY 2003 |$Change |%Change
Classification/Declassification .............coiiiiiiiin.. 20,8182 17,115 17,474 +359 +2.1

*Reflects a funding decrease of $20,000 resulting from the allocation of a general reduction to Other
Defense Activities and a $46,000 decrease resulting from the FY 2001 Omnibus rescission.
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Detailed Program Justification
(dollarsin thousands)
FY 2001 | FY 2002 | FY 2003

# Classification/Declassification Reviews ............... 10,666 8,903 9,348

Declassfication/classfication reviews of documents fal under the following statutory requirements:. PL.
105-261, Nationa Defense Authorization Act for Fiscal Year 1999; PL. 106-65, National Defense
Authorization Act for Fiscal Year 2000; the Freedom of Information Act; Executive order requirements
(i.e.,, Executive Order 12958, Classified Nationd Security Information); and litigation requirements.
Reviews are designed to protect senditive nuclear wegpon design information from inadvertent public
release throughout the Government, and to release to the public al documents not warranting protection
in the interest of the Nation’s security. Funding supports the approved level of effort to meet statutory
requirements.

# Clasgfication and Control Training . .................. 831 683 697

Conduct training of personnd both within the Department and for other agencies to ensure that sengitive
nuclear wegpon design information is identified and protected againg inadvertent disclosure as
mandated in 10 CFR Part 1045, Nuclear Classification and Declassification, and PL. 105-261.

# Clasdsfication and Control GuidanceProgram .......... 3,805 3,128 3,194

Maintain a comprehensve technica classfication guidance and control program to identify information
that requires protection in the interest of the Nation’s security, updating existing classification and
control guidance, developing new guidance as programmeatic needs arise, and continuing the guidance
system greamlining initiative.

# Policy and Quality Management Program  ............. 2,433 2,000 2,042

Maintain generd policies, procedures, and guidance to ensure that classified and controlled information
is identified congstently by personne within the Department and other government agencies. Conduct
gppraisals of DOE/NNSA organizations to ensure that their classification and control programs conform
with requirements contained in DOE directives to classify and control information and documents.
Conduct qudity assstance vidits to other government agencies to ensure requirements contained in 10
CFR Part 1045 to classify and declassify Restricted Data (RD) and Formerly Restricted Data (FRD)
are being implemented appropriately. Conduct quality assurance visits to ensure other Government
agencies are complying with requirements mandated by PL. 105-261 to prevent the inadvertent release
of documents containing RD and FRD informetion.
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(dollarsin thousands)
FY 2001 | FY 2002 | FY 2003

# Document Declassification Technology Development .. .. 1,911 1,201 808

Implement and test state-of -the-art technology for document declassification to improve efficiency and
effectiveness of declassfication, and to protect classified information from inadvertent disclosure. This
effort will be supported at a reduced leve with more emphass on Classification/Declassfication
Reviews.

# Automation Programs .............c.c.iiiiiiiiinan.n. 1,172 1,200 1,385

Deveop and maintain automation programs, including programming, project management, action
tracking, and computer security in support of classfied and controlled information review.

Total, Classification/Declassification . ... .................. 20,818 17,115 17,474
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Explanation of Funding Changes

FY 2003 vs.
FY 2002
($000)
# Classfication/Declassification Reviews
Funding increase supports the gpproved level of effort to meet statutory requirements for
classfication/declassification review of documents. . . . .« o oo +445
# Classfication and Control Training
Providesescalalion . . ... +14
# Classfication and Control Guidance Program
Providesescaation . .. ...t e +66
# Policy and Quality Management Program
Providesescalation . ........ ... e +42
# Document Declassification Technology Development
Effort supported at areduced level with more emphasis on Classification/ Declassification
ROV IS .« ottt e e -393
# Automation Programs
Providesescaation . .. ... e +185
Totd Funding Change, Classfication/Declassfication ............ .. ... .. +359
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Capital Operating Expenses and Construction Summary

FY $
FY 2001 | FY 2002 [ 2003 |Change | % Change
Total, Capital Equipment .. ... ... 1,496 3,896 7,793 +3,897 +100.0
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Security Investigations
Program Mission

The Security Investigations Program funds background investigations for dl Department of Energy (DOE)
Federa employees and contractors who, in the performance of their officia duties, require access
authorizations for Restricted Data, Nationa Security Information, or certain quantities of specia nuclear
materid.

Program Performance Goal

Reduce DOE' s vulnerability to espionage, theft, diversion, loss, or unauthorized access or use of the
Department’ s critical assets and information.

Thiswill be accomplished by ensuring the proper dlocation of security investigations funding to DOE program
and operations offices. (This line-item budget’s primary function isto distribute funding for security
investigations Department-wide for the cost of FBI and OPM investigetive services. A very smdl portion of
the funding a so supports related miscellaneous costs associated with maintaining the Security Investigations
Program.)

Perfor mance I ndicator

# Track DOE operations offices monthly investigation requests, invoices, and costs to ensure security
investigations funds are properly alocated between the field offices and are being used only to
reimburse the FBI and OPM for services rendered.

# Monitor annual case submissons and costs for accurate forecasting of future security investigations
funding requirements.

Significant Accomplishments and Program Shifts

# In FY 2001, for thefirst time since FY 1998, the security investigation cogts for field non-federa
employees security investigations were directly funded in the Security Investigations budget, rather than
from the program office budgets (excluding those from the Office of Nava Reactors).

# The Security Investigations budget was appropriated at $33 million in FY 2001. Prior-year carryover
of $8.2 million was available to supplement the gppropriated funds which precluded mgor funding
shortages for investigationsin FY 2001.
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#

In FY 2002, full funding was required for Federd Bureau of Investigation (FBI) investigations, asa
result of the National Defense Authorization Act for Fisca Year 2000 (S.1059, Section 3144), which
requires that personnel in positions that are of such a critical nature that any compromise could gravely
impact U.S. nationa security have background investigations conducted by the FBI. Peoplein less
sengtive positions will continue to have their investigations performed by the Office of Personne
Management (OPM). The FBI investigations are more expendgve than OPM investigations, resulting in
adgnificant budget increase.

In order to ensure that the number of access authorizations (personnd security clearances) is consstent
with mission requirements, the number of “Q” access authorizations is expected to gradudly increase in
FY 2002 and FY 2003 due to heightened security requirements and Congressional add-ons to the
Weapons A ppropriation which will accommodate a larger work force for the Defense Programs
misson.

In response to heightened security concerns following September 11, 2001, the DOE complex will be
increasing the number of Security Police Officers, thereby creeting a need for additiond initid
investigation funding.

After 5 years of little activity, “L” reinvestigations will resumein FY 2002, which will require incressed
funding. The reinvestigation interva for “L” access authorizations, which requires a Nationa Agency
Check (NAC), changed from 5 to 10 years in March 1997.
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Funding Profile

(dollars in thousands)

FY 2001 FY 2002 FY 2002 FY 2002
Comparable Original Adjustment | Comparable FY 2003
Appropriation [Appropriation S Appropriation | Request
Estimated Appropriation Distribution
National Nuclear Security Administration 17,358 26,122 0 26,122 26,396
Defense Environmental Management . . . . 8,485 9,288 0 9,288 9,280
SCIENCE -+« v v i e 1,171 1,372 0 1,372 1,647
Security & Emergency Operations . . ... 5,913 8,145 0 8,145 8,547
Total, Security Investigations .. ........ 32,9272 44 927 0 44,927 45,870

Public Law Authorization:
Public Law 83-703, “ Atomic Energy Act of 1954"

®Does not reflect the use of at least $8.2 million in prior-year carryover. Reflects Omnibus rescission of $73

thousand assigned to this program.
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Funding by Site

(dollars in thousands)
| FY 2001 | FY 2002 | FY 2003 | $ Change |% Change

Albuquerque Operations Office . ................ 12,512 22,191 21,864 -327 -1.5
Chicago Operations Office . .................... 504 511 518 +7 +1.4
Idaho Operations Office . ...................... 690 733 648 -85 -11.6
Nevada Operations Office . . . ................... 918 2,099 1,727 -372 17.7
Oak Ridge Operations Office

Oak Ridge Operations Office . ................ 4,583 2,188 2,467 +279 +12.8

Oak Ridge Institute of Science & Education. ... ... 150 175 175 0 0.0
Total, Oak Ridge Operations Office ............... 4,733 2,363 2,642 +279 +11.8
Richland Operations Office . . .. ................. 2,125 1,807 1,979 +172 +9.5
Oakland Operations Office . .................... 3,168 5,016 5,064 +48 +1.0
Savannah River Operations Office . ............... 3,264 3,252 4,116 +864 +26.6
Washington Headquarters .. ................... 5,013 6,955 7,312 +357 +5.1
Total, Security Investigations .. ................. 32,9272 44,927 45,870 +943 +2.1

®Does not reflect the use of at least $8.2 million in prior-year carryover. Reflects Omnibus rescission of $73
thousand assigned to this program.
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Site Description

Oper ations Offices

The Security Investigations budget provides funding to the personnd security offices to pay for background
investigations conducted by the Federal Bureau of Investigation (FBI) and the Office of Personnel Management
(OPM) for DOE Federd employees and contractors. Background investigations are required for personnel
who, in the performance of their officid duties, require access to classfied information or certain quantities of
specid nuclear materid. The investigation is one of the tools used by DOE security personnel to determine if an
individua will recelve a DOE access authorization (personnd security clearance).

Washington Headquarters

The Security Investigations budget provides funding for background investigations conducted by the FBI and
OPM for DOE Headquarters Federal staff and contractors. This budget also supports programs under Related
Security Investigations Activities required to assure a viable personnd security function. Thisincludes
enhancements to the Electronic Transfer Program and DOE Integrated Safeguards and Security (DISS)
personnd security databases to support additiond functiondity and security features.

Oak Ridge Institute of Science and Education

The Oak Ridge Indtitute for Science and Educeation (ORISE), located in Oak Ridge, Tennessee, provides
DOE with technica support for implementation, training, operation, and qudity assurance of the personnd
Security process, and avariety of research and andysis activitiesin support of personned security functions.
ORISE conducts these programs for DOE through a management and operating contract with Oak Ridge
Asociated Univergties (ORAU).

Albuquer que Operations Office

The Albuquerque Operations Office receives funding for background investigations and for costs to maintain
the DOE Test Center/Accelerated Access Authorization Program (AAAP). Support through the
Nonproliferation and Nationd Security Ingtitute (NNSI) is aso provided to develop and distribute briefing
materials as required by the refresher briefing provisonsin DOE O 470.1, Chapter 4, " Safeguards and Security
Awareness Program.” Materias are posted on the NNSI web-site and made available to al DOE Federa and
contractor Stesrequired to provide refresher briefings to employees.
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Security Investigations

Mission Supporting Goals and Objectives

The Security Investigations budget funds background investigations for DOE Federd employees and
contractors who, in the performance of their officia duties, require access authorizations for Restricted Data,
Nationa Security Information, or certain quantities of specid nuclear materid. Security Investigations are
required in order to be in compliance with Section 145 of the Atomic Energy Act of 1954, as amended; Title
10, Code of Federa Regulations, Part 710; and Executive Order 12968. The Department primarily utilizes the
sarvices of the Office of Personnd Management (OPM) to conduct security investigations which serve asthe
basis for these access authorizations. FBI investigations are required for individuas in positions that are of such
acritica nature that any compromise could gravely impact U.S. nationd security. The cost of security
investigations depends on the type and leve of investigation needed.
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Federal Bureau of Investigation
Initial Background Investigations

Funding Schedule

(dollars in thousands)

| Fy2001 | FY2002 | FY 2003 |$ Change |% Change

Post-Initial Background Investigations

(Reinvestigations)

Federal User Charges

Total, Federal Bureau of Investigation

Office of Personnel Management
Initial Background Investigations
Reinvestigations . ... ..
National Agency Checks
Personnel Security Review

Total, Office of Personnel Management .........

Related Security Investigations Activities . .. .. ...

Total, Security Investigations

Federal Bureau of Investigation (FBI)

Initial Background Investigations
Post-Initial Background Investigations (Reinvestigations).

Subtotal, FBI Investigations

Office of Personnel Management (OPM)

Initial Background Investigations

Reinvestigations

National Agency Checks
Subtotal, OPM Investigations

Total, Security Investigations

Other Defense Activities/Security

Security Investigations

960 1,942 3,103 +1,161 +59.8
1,969 7,945 6,899 -1,046 -13.2
71 75 75 0 0.0
3,000 9,962 10,077 +115 +1.2
8,711 13,978 15,897 +1,919 +13.7
15,918 16,058 13,122 -2,936 -18.3
561 829 1,919 +1,090 +131.5
927 0 0 0 0.0
26,117 30,865 30,938 +73 +0.2
3,810 4,100 4,855 +755 +18.4
32,927 44,927 45,870 +943 +2.1
Case Projections

FY 2001 | FY 2002 FY 2003

283 572 862

736 2,970 2,379

1,019 3,542 3,241

2,810 4,509 5,128

9,096 9,176 7,190

3,734 5,529 6,818

15,640 19,214 19,136

16,659 22,756 22,377
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Detailed Program Justification

(ddllarsin thousands)

FY 2001 | FY 2002 | FY 2003

Federal Bureau of Investigation (FBI) .. .................... 3,000 9,962 10,077

Asaresult of the Nationa Defense Authorization Act for FY 2000 (S.1059, Section 3144), there has been a
change in policy requiring personnel in postions that are of such a critical nature that any compromise could
gravely impact U.S. nationd security to have background investigations conducted by the FBI. The FBI
product is higher in cost than the OPM background investigation product (16% higher for initid investigations
and 37% higher for renvestigations). People in less sendtive positions will continue to have their investigations
performed by the Office of Personnd Management.

# Initial Investigations ............. i i 960 1,942 3,103
Conduct up to 862 initid background investigations.

# Post-Initial Background I nvestigations (Reinvestigations). . . 1,969 7,945 6,899

# Perform 2,379 periodic reinvestigations.

# Rembursethe FBI for fingerprint cardsand name checks .. 71 75 75

Officeof Personnel Management ......................... 26,117 30,865 30,938

Fund background investigations for DOE Federa personnel and contractors who do not require an FBI
investigation, but require access authorizations for Restricted Data, National Security Information, or certain
quantities of specid nuclear materidl.

# Initial Investigations .............. .. .. i 8,711 13,978 15,897
Conduct 5,128 initid (Single Scope Background) investigations.
# Renvestigations ...t 15,918 16,058 13,122
Perform 7,190 periodic reinvestigations (for Single Scope Background Investigations).
# National Agency Checks(NAC’S) ...t 561 829 1,919

Conduct 6,818 NAC's (3,008 initials and 3,810 reinvestigations). The“L” reinvestigations resume with
substantid increasesin FY 2002 and FY 2003 after 5 years of little activity. The reinvestigetion interva
for “L" access authorizations changed from 5 to 10 yearsin March 1997.

# Personnel SecurityReview .............. ... .. ...... 927 0 0
In FY 2001, conducted a one-time personnel security review to evauate security investigations
performed by the FBI and OPM to compare the products, in order to identify similarities and differences
in the work completed by the two agencies.

Other Defense Activities/Security
Security Investigations FY 2003 Congr essional Budget



(dollars in thousands)

FY 2001 | FY 2002 | FY 2003

Related Security Investigations Activities ................ 3,810 4,100 4,855

Includes dl cogts incurred in implementing security investigations related programs and projects which
may be developed in support of the Security Investigations Program.

# Continue operation and maintenance of the Electronic
Transfer Program throughout DOE .................. 2,900 2,900 3,520

# Continueto support the Accelerated Access Authorization
Program (AAAP). A funding increaseis necessary for

expansion of theprogramtoastein Oak Ridge......... 600 865 1,000
# Provide support for miscellaneous costsinvolved in

maintaining a viable personnel security program......... 310 335 335
Total, Security Investigations .. ... 32,927 44,927 45,870
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Explanation of Funding Changes
from FY 2002 to FY 2003

FY 2003 vs.
FY 2002
($000)
# Federal Bureau of Investigation (FBI)
» Funding levd reflects an increase of gpproximatdy 290 initid background investigations
based on specificdteand contractorneeds . .. .. ... +1,161
» Funding leve reflects a decrease of gpproximately 591 pogt-initial background
investigations (reinvestigations) fromlast fiscd year . ........... .o -1,046
Totd, Federal Bureau of Investigation (FBI) ........... ... i +115
# Office of Personnel Management (OPM)
* Initid background investigations will increase based on specific Ste and contractor
needs. Thisincrease is partidly offsat by a projection that “Q” reinvestigation
requirements will be lower in FY 2003 and “Q” initid requirements will be higher +1,919
* “Q" Reinvedtigation requirements are estimated to be 951 cases lower than in FY 2002. -2,936
* NAC funding isincreasing dueto the"L" reinvestigation workload resuming after 5
years of little activity. Thisisaresult of the reinvestigation interva for “L” access
authorization changing from 5 yearsto 10 yearsinMarch1997. . ................ +1,090
Totd, Officeof Personnd Management . ... ...t e +73
# Related Security Investigations Activities
» A funding increasse is necessary to cover licensing fees for software and hardware
upgrades'replacements for Department-widesystemusars. . ... ... +620
» A funding increase is necessary for the expected expansion of the AAAPto asitein
O RIAGE . . oo +135
Total, Related Security InvestigationSACHVItieS .. ... .o +755
Totd Funding Change, Security Investigations . ... ... e +943
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Office of Security
Program Direction

Mission Supporting Goals and Objectives

Program Direction provides for and supports Federa personne required to provide overdl direction of
activities carried out in the Office of Security (SO) under the following programs. Nudear Safeguards and
Security which includes the Nonproliferation and Nationd Security Indtitute, Nuclear Materids Accountability
Systems, Information Security, Security Education Briefings and Awareness Training, Personnd Security,
Headquarters Security and Foreign Visgits and Assgnments, the Security Investigations program; as well asthe
Office of the Director in which direct support in the areas of budget, finance, procurement, and human and
security resourcesis provided. SO aso provides program-specific staffing resources a the New Brunswick
Laboratory directly involved in executing SO's programs. These activities are carried out in a cost effective
and efficient manner.

Consgtent with the realignment of the Chief Information Officer as adirect report to the Secretary, the Chief
Information Office’ s Program Direction account transferred in FY 2002,

Additiondly in FY 2003, the Program Direction associated with the Safeguards and Security Systems Division
of the Chicago Operations Office will be transferred to the Office of Science’ s Program Direction
Appropriation. The funding will be gppropriately aligned within the Office of Science asit isthe Lead Program
Secretarid Office for Chicago.

Program Goals

# Fund Sdaries and Benefits, Travel, Support Services, and Other Related Expenses for Federd
personnd (the latter including the Working Capita Fund) associated with the overal management,
direction, and administration for the Office of Security.

Program Objectives

# To provide Sdaries and Benefits for SO Federd employees, including overtime, awards, lump-sum
leave payments, workers compensation, trangt subsidies, contributions to employee benefits, benefits
associated with permanent change of station, and associated cogt-of-living increases. In FY 2003, SO
will be respongble for funding its share of increased costs associated with pension and annuitant health
care benefits.

# To provide Travel fundsthat are required to carry out SO’'s misson while away from officia duty
dations. Ensure per diem dlowances aswdl aslocd travel are in accordance with Federa Trave
Regulations. Trave isan essentid part of staff dutiesin order to conduct hands-on operations both
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domesticaly and internationaly, participate in highly technica agency and interagency committees, and
to ensure gppropriate Government representation in policy mestings.

# To provide Support Services contracts to support Federa staff at Headquarters and at the New
Brunswick Laboratory, Argonne, lllinois. These contracts provide technical, andytica, administrative,
and operationa support in multiple program aress of safeguards and security, Plutonium, Uranium, and
Specid Materids, and Resource Management.  The daily operation and associated technical direction
of the contracts remain with Federd program managers in each organization.

# To provide funding for Other Related Expenses including the Working Capital Fund. Other Related
Expenses support the adminidrative costs of maintaining Federd staff, such as informetion technology
expenses, computer and office equipment, telecommunications, training, publications, and other
miscellaneous services. The Working Capital Fund includes centrally provided goods and services at
Headquarters, such as automated office support, payroll services, communication services, postage,
printing and graphics, supplies, copiers, and building occupancy such as rent, space, and utilities.
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Funding Schedule

(dollars in thousands, whole FTESs)

FY 2001 FY 2002 FY 2003 $ Change [ % Change

Chicago
Salaries and Benefits . . .. ............ 3,047 3,135 3,267 +132 +4.2
Travel .. ... ... 70 70 71 +1 +1.4
Support Services . . ... 170 137 143 +6 +4.4
Other Related Expenses . ............ 1,255 1,967¢ 1,993¢ +26 +1.3
Total,Chicago . .. ................... 4,542 5,309 5,474 +165 +3.1
Full Time Equivalents . . . .............. 40 40 40 0 0.0
Headquarters
Salaries and Benefits . . . ............. 22,032%¢ 24,2549 25,394¢ +1,140 +4.7
Travel . ... ... 1,729 1,525 1,557 +32 +2.1
Support Services . . ... 9,899 7,310 7,310 0 +0.0
Other Related Expenses .. ........... 11,326 10,309 10,511 +202 +2.0
Total, Headquarters . ................. 44,986 43,398 44,772 +1,374 +3.2
Full Time Equivalents . . . .............. 204 204 215 +11 +5.4

Total Security

Salaries and Benefits . . ... ........... 25,079%¢  27,389¢ 28,661¢ +1,272 +4.6
Travel . ... .o 1,799 1,595 1,628 +33 +2.1
Support Services .. ... 10,069 7,447 7,453 +6 +0.1
Other Related Expenses . ............ 12,581 12,276 12,504 +228 +1.9
Total, Program Direction . . ... .......... 49,528 48,707 50,246 +1,539 +3.2

Total, Excluding Full Funding for Retirements

and Health Benefits . .. ............... 47,857 47,001 48,543 +1,542 +33

Full Time Equivalents . .. .............. 244 244 255 +11 +4.5

4 ncludes $712,000 for reimbursable work adjustments for safeguards and security.
PReflects decrease of $1,000,000 for Reprogramming 01-R-18.

“The FY 2001 and FY 2002 column of the FY 2003 Congressional Request includes funding in the amount of $1,671,000
and $1,706,000 respectively, for the Government’s share of increased costs associated with pension and annuitant health care
benefits. These funds are comparableto FY 2003 funding of $1,703,000. (Note: The datais presented on a comparable basis
asif thelegislation had been enacted and implemented in FY 2001.)
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Detailed Program Justification

(dollars in thousands)

FY 2001 FY 2002 FY 2003

Salariesand Benefits ... 25,079 27,389 28,661

# SO daff serves as the Headquarters operationa eement for activities such as safeguards and
security; plutonium, uranium, and speciad materias; classfication/declassfication operations;
enhanced foreign vidits and assgnments; executive protection; and provides &ff for the Office of the
Director and direct support in the areas of budget, finance, procurement, and human and security
resources. Increase provides for five additional Executive Protection Security personnel to ensure
safekeeping of the Secretary of Energy and six additiond security specidists at Headquarters for
enhanced security measures. Also provides for cost-of-living adjustments, promotions, within-grade
increases, lump-sum payments, workers compensation, and SO's share of costs associated with
pension and annuitant health care benefits. Performance will be measured by whether thereis an
adequate Federd staff to successfully perform SO’ s programmatic goas and objectives.

# SO isdirectly responsble for management of the New Brunswick Laboratory in Argonne, Illinois,
and the Nonproliferation and National Security Inditute in Albuguerque, New Mexico.

TrAVE 1,799 1,595 1,628

# Includes domestic and foreign trips necessary to conduct security activities. Domestic travel includes
national security assistance and interface with field offices, laboratories and local governments.
Additiondly providestrave for the Executive Protection Security personnd for the Secretary of
Energy. A nomina increasein trave reflects projected escaation of travel costs and per diem.

# Performance is measured by ensuring travel funding is adequate to alow the appropriate amount of
on-ste supervison by Federd staff of SO activities throughout the DOE complex.

SUPPOrt SENVICES ... 10,069 1,447 7,453

# Provides an invauable resource of highly specidized and analytica expertise required to meet critica
Security operationsissues. Provides technical and analytical expertise as well as management
support essentiad to carry out the safeguards and security program.  Performance will be measured
by SO obtaining an adequate level of specidized contractors to ensure the successful performance of
SO's programmeatic goals and objectives.

# The New Brunswick Laboratory provides funding for monthly maintenance of the new Laboratory
Information Management System. This system tracks dl senstive materids; i.e., chemicas, from the
time of arrivad to the Ste through to departing the site. Also provides for the generd adminigrative
and technica expertise for information technology. Finances day-to-day operations within New
Brunswick Laboratory; e.g., mail room support, travel management, and infrastructure upgrades.
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(ddllarsin thousands)

FY 2001 FY 2002 FY 2003

Other Related EXPENSES .. .ovvvvveeeeeeeie oo, 12,581 12,276 12,504

#

Headquarters Other Related Expenses provides funding for administrative expenses that support the
Federa workforcein training, computer hardware and software acquisitions, commercid time-
sharing services, telecommunications, office supplies, publications and subscriptions, and other
miscellaneous items necessary for day-to-day office operations. Funds increased due to upgrading
the required equipment necessary for the protection and safekeeping of the Secretary of Energy.

Similar support is provided to the Federally staffed New Brunswick Laboratory in addition to fixed
funding for building and ground maintenance; custodia services, environmentd, safety, and hedth
sarvices, utility cogts; and technicd information services. Funding is dso provided to fund its share
towards hedlth care services and the campus Fire Department.

Headquarters Working Capita Fund provides funding for mandatory adminigtrative costs, such as
automated office support, telephone services, postage, printing and graphics, supplies, copiers,
building occupancy (rent, space, and utilities), and payroll services. Paymentsto this fund reflect
usage of serviceswhich are priced and charged to usersin accordance with policies established by
the Working Capita Fund Board. Increase of funding for the Working Capital Fund will provide for
escdation costs and support of 11 additiona employees.

The performance measure for the support of the activities funded under the Working Capitd Fund is
to control costs associated with these activities where possible and to adequately fund them through
the budget process. SO regularly monitors al expenditures in the Working Capital Fund and has
reduced, to the extent possible, utilization of services provided through this fund. Further per capita
reductions, in kegping with good business practices, is a performance measure SO satsfor itsdf in
this account.

Total, Program Direction ..., 49,528 48,707 50,246
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Explanation of Funding Changes

Salaries and Ben€fits

Sdaries and Bendfits increased dightly to help fund cost-of-living
incresses, promotions, within grade increases, lump sum payments, and
overtime.

Funding for 11 additiona Federd executive protection and security specidist
personnd staff in order to meet the required security requirementsin FY 2003.

Totd, Sdaries and Benefits

#

Travel

Trave increased dightly due to escalation.
Support Services

Support Services increased due to escalation.
Other Related Expenses

Other Related Expenses increased due to upgrading the required equipment
necessary for the protection and safekeeping of the Secretary of Energy

Additional increases due to escdation for training (+ $9,000) and other related
items (+ $19,000).

Working Capital Fund increased due to escalation costs (+ $40,000) and support
for 11 additiona employees (+ $60,000).

Tota, Other Related Expenses

Other Defense Activitied

Security/

Program Direction

FY 2003 vs.
FY 2002
($000)

+429

+1,272

+33

+6

+100

+28

+100

+228

+1,539

FY 2003 Congressional Budget




Technical Support Services

System Review & Reliability Analysis .
Technical Operation Reviews . . . . ...
Total Technical Support Services

Management Support Services

Management Studies
Training and Education

ADP Support . ...
Administrative Support Services . . . ..
Total, Management Support Services

Total Support Services .. ...........

Support Services

(dollars in thousands)

FY 2001 FY 2002

Comparable Comparable FY 2003
Appropriation Request Request | $ Change | % Change
705 313 313 0 0.0
5,971 4,800 4,800 0 0.0
6,676 5,113 5,113 0 0.0
114 130 130 0 +0.0
971 500 500 0 +0.0
969 804 810 +6 +0.7
1,339 900 900 0 +0.0
3,393 2,334 2,340 +6 +0.3
10,069 7,447 7,453 +6 +0.1

Other Related Expenses
(dollars in thousands)
FY 2001 FY 2002

Comparable Comparable FY 2003 | $ Change | % Change

Appropriation Request Request
4,246 4,057 4,157 +100 +2.5%
722 460 469 +9 +2.0%

b/ 0

7,613 7,759 7 878" +119 +1.5%
12,581 12,276 12,504 +228 +1.9%

0ther includes equipment and the operation and maintenance of equipment.

Bl ncludes $712,000 for reimbursable work adjustments for safeguards and security
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